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AN ORDINANCE TO ADOPT A CYBERSECURITY POLICY IN ACCORDANCE WITH

OHIO REVISED CODE SECTION 9. 64

WHEREAS, Ohio Revised Code § 9. 64, enacted through House Bill 96, requires political subdivisions

to set and adopt standards safeguarding against cybersecurity threats and ransomware attacks,
and

WHEREAS, in conformance with Ohio Revised Code § 9. 64 Brewster Village Council wishes to

establish a policy that implements expectations and requirements for Village employees to
safeguard the Village' s data, information technology, and information technology ( IT) resources to

ensure availability, confidentiality, and integrity, and

WHEREAS, Brewster Village Council has formally adopted 6. 24 Cybersecurity Policy and added that

policy to the Village Employee Handbook to direct employee conduct, and

WHEREAS, the Village has developed a cybersecurity program to protect the Village' s IT System by
formalizing policies and procedures governing the operation and management of information
system infrastructure assets, software assets, data management policies, secure configurations,

accounts and credential management, access control systems, vulnerability management, audit

logs, email and web browser systems, malware defense, data recovery, network infrastructure

management, monitoring, and defense, security awareness training, service provider management,
incident response, and network penetration testing in cooperation with its IT contractor in order to
comply with the mandates and requirements of Ohio Revised Code § 9. 64; and

WHEREAS, the Village' s Cybersecurity Program is essential and is required pursuant to Ohio
Revised Code § 9. 64 to address specific elements identified by the Ohio Auditor of State regarding
the recovery, operation, and preservation of information systems and technology platforms that
are critical to preserving continuity of Village operations.

NOW, THEREFORE, BE IT ORDAINED BY THE COUNCIL OF THE VILLAGE OF BREWSTER, THAT:

SECTION 1: The Village shall adopt the following Cybersecurity Policy, which supplements the
Village' s Employee Handbook 6. 24 Cybersecurity Policy, which shall read as set forth below:

Cybersecurity

1.  Purpose

Ohio Revised Code § 9. 64, enacted through House Bill 96, requires political subdivisions

to set and adopt standards safeguarding against cybersecurity threats and ransomware

attacks. The purpose of this policy is to establish a policy that implements expectations
and requirements for Village employees to safeguard the Village' s data, information

technology,   and information technology   ( IT)   resources to ensure availability,

confidentiality, and integrity in compliance with the cybersecurity requirements set forth
in Ohio Revised Code § 9. 64.

2.  Policy Statement

The Village is committed to safeguarding its information systems against cybersecurity
threats and ensuring compliance with ORC § 9. 64. This policy applies to all elected
officials, employees, contractors, vendors, and third parties who access or manage the

Village' s technology resources.

3.  Definitions

Cybersecurity incident" includes but is not limited to any of the following:

a) A substantial loss of confidentiality, integrity, or availability of a covered entity's

information system or network;

b) A serious impact on the safety and resiliency of a covered entity' s operational

systems and processes;

c) A disruption of a covered entity' s ability to engage in business or industrial
operations or deliver goods or services. A disruption could include payment re- direct,
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payroll re-direct, spear phishing. Refer to AOS Audit Bulletin 2024-003 for additional
examples;

d) Unauthorized access to an entity' s information system or network, or nonpublic

information contained therein, that is facilitated through or is caused by:

i) A compromise of a cloud service provider, managed service provider, or other

third-party data hosting provider; or

ii) A supply chain compromise.

Cybersecurity incident"  does not include mere threats of disruption as extortion;

events perpetrated in good faith in response to a request by the system owner or
operator;  or lawfully authorized activity of a United States,  state,  local, tribal,  or

territorial government entity.

Ransomware incident" means a malicious cybersecurity incident in which a person or

entity introduces software that gains unauthorized access to or encrypts, modifies, or

otherwise renders unavailable a political subdivision' s information technology systems

or data and thereafter the person or entity demands a ransom to prevent the publication

of the data, restore access to the data, or otherwise remediate the impact of the

software.

4.  Cybersecurity Program

a) A Cybersecurity Program that complies with Ohio Revised Code § 9. 64 is hereby

adopted and implemented, and shall be updated as necessary.

b) The Cybersecurity Program shall be coordinated by the Village and its outside IT
contractor.

c) The Cybersecurity Program shall be consistent with generally accepted best practices
for cybersecurity and meet all the requirements of Ohio Revised Code § 9. 64, the

Ohio Auditor of State, the Ohio Cyber Range Institute, and the Ohio Cyber Reserve.

d) The Village has and shall continue to periodically conduct cybersecurity
assessments to determine where the Village' s Cybersecurity Program stands against
the new threats and/ or standards.

e) The Cybersecurity Program shall safeguard the Village' s data, information technology,
and information technology resources to ensure availability, confidentiality,  and
integrity.

f)  The Cybersecurity Program shall be consistent with generally accepted best practices

for cybersecurity,  such as the national institute of standards and technology
cybersecurity framework, and the center for internet security cybersecurity best
practices,

g) The Cybersecurity Program shall prioritize items such as:
Multi- Factor Authentication ( MFA) for system access

Patch management to reduce known vulnerabilities

encryption of data at rest and in transit

centralized logging and monitoring of network activity

Vendor oversight with security requirements in third- party contracts
Incident response planning and documentation
Annual compliance attestation to the state.

h) The Cybersecurity Program for the Village may include, but is not limited to, the
following:
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Continuously identify and address the critical IT functions and cybersecurity risks
of the Village.

Continuously perform impact assessments.

Establish protocols to detect threats.

Identify detection strategies.

Identify containment strategies.

Identify the potential impacts of a cybersecurity breach.

Specify mechanisms to detect potential threats and cybersecurity events.

Specify procedures for the political subdivision to establish communication

channels, analyze incidents, and take actions to contain cybersecurity incidents.

Establish response and recovery procedures.

Establish protocols and procedures for the repair of infrastructure impacted by a

cybersecurity incident, and the maintenance of security after the incident.
i)  The Village in coordination with its IT contractor shall ensure its incident response

plan, vendor agreements, and user access policies align with existing and/ or new

requirements.

5.  Cybersecurity Training

Cybersecurity Training for Village employees and Officials shall be completed in

compliance with 6. 24 Cybersecurity Policy.

6.  Cyber Incident Response and Notification

1.  Lead Individual

The Village through its Clerk-Treasurer,  or their designee, shall be the lead

individual responsible for coordinating a response to a breach of cyber security.

2.  Notification

In the event of a cybersecurity incident, the IT Director, or their designee, shall be
responsible for and notifying the following parties in compliance with Ohio
Revised Code § 9. 64:

The Ohio Department of Public Safety' s Division of Homeland Security

within seven ( 7) days of when the Village discovers the incident.

The Ohio Auditor of State as soon as possible but not later than thirty (30)

days after discovering the incident.

7.  Ransomware Payment Policy

Consistent with the requirements of Ohio Revised Code § 9. 64, the Village shall not make

a ransomware payment or otherwise comply with a ransom demand unless:

a)  the Village Council approves such payment by an ordinance or resolution, and

b) In said ordinance specifically states why the payment or compliance with the ransom
demand is in the best interest of the Village.

8.  Cybersecurity Program and Records Not Public Records.

Records, documents, or reports related to the cybersecurity program and framework,

and reports of a cybersecurity incident or ransomware incident are not public records
under Ohio Revised Code § 9. 64.

Records identifying cybersecurity- related software, hardware, goods, and services, that
are being considered for procurement, have been procured, or are being used by a
political subdivision, including vendor name, product name, project name, or project
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description constitute " security records" and are exempt from the requirements to
produce those records in response to a public records request.

SECTION 2: The above policy supplements the Village' s Employee Handbook 6. 24

Cybersecurity Policy, and replaces any previous version of this policy and supersedes any
current policy, formal or informal, written or unwritten, which may be in conflict with this
policy.

SECTION 3: Council further authorize the Clerk-Treasurer and/ or Mayor to amend, or

otherwise cause amendments to the Cybersecurity Program on an " as needed" basis in

order to provide for continuing policies and procedures that protect the Village' s IT System
and the Village' s day- to-day operations.
SECTION 4: That it is found and determined that all formal actions of this Council

concerning and relating to the passage of this [Ordinance/ Resolution] were taken in
conformance with applicable open meetings laws and that all deliberations of this Council

and of any committees that resulted in those formal actions were in compliance with all

legal requirements including any applicable open meetings requirements

SECTION 5: This ordinance is adopted on an emergency basis in order to meet the deadline

to have a Cybersecurity Policy in place by the deadline established by Ohio Revised Code §
9. 64, and shall be in full force and effect upon adoption.

CSLI2J27)
Mayor Charles Hawk

ATTEST:

1.

Village Clerk reasurer K. Kris Kiri

CERTIFICATE

I, K. Kris King, hereby certify that the above is a true copy of an ordinance passed at a regular meeting of the
Brewster Village Council held on June 15, 2026.

EIK•
Clerk K. Kris King

I, K. Kris King, Clerk of the Council of the Village of Brewster, State of Ohio, do hereby certify that there is no
newspaper printed in said municipality and that publication of the foregoing ordinance was duly made by
posting true copies thereof at five of the most public places in said corporation as determined by Council as
follows: Office of Brewster Utilities, Brewster Barber Shop, Brewster Federal Credit Union, Post Office and
Brewster Laundromat.

4.<7144  * LA/v5i
Clerk K. Kris King


